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1
Decision/action requested

This contribution proposes to update the security procedure for Model A discovery in TS 33.503.
2
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3
Rationale

This pCR proposes to update the UE-to-UE Relay discovery with Model A procedure in the living document S3-234055 [1].

The conclusion of KI#1 of TR 33.740 [2] is as below:

The two sets of discovery security materials are used for UE-to-UE Relay discovery message protection. One is used for protecting direct discovery set. The other one is used for protecting the U2U relay discovery message.
According to TS 23.304 [3], the relay service code is not a part of the direct discovery set. Therefore, the RSC cannot be protected by the discovery security materials associated with the ProSe service. 

In addition, it is assumed that the direct discovery set is associated with the RSC in the UE-to-UE Relay Discovery. Therefore, once receiving the protected direct discovery set from the announcing 5G Prose End UE, the UE-to-UE Relay shall be able to store the protected direct discovery set together with the RSC.
4
Detailed proposal

*************** Start of the Change ****************

6.1.3.3.3.1
Security procedure for 5G ProSe UE-to-UE Relay Discovery with Model A
The security procedure for 5G ProSe UE-to-UE Relay Discovery with Model A is described as follows.
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Figure 6.1.3.3.3.1-1: Security procedure for 5G ProSe UE-to-UE Relay Discovery with Model A
NOTE 1: The protection of direct discovery set and Announcement message reuses the protection mechanism specified in clause 6.1.3.2.3 of the present document.
1a.
The monitoring 5G ProSe End UE and announcing 5G ProSe End UE are provisioned with the discovery security materials associated with a ProSe service based on the procedure specified in clause 6.1.3.2.2 of the present document.

1b.
The monitoring 5G ProSe End UE, announcing 5G ProSe End UE, and 5G ProSe UE-to-UE Relay are provisioned with discovery security materials associated with an RSC based on the procedure specified in clause 6.1.3.2.2 of the present document.

Editor’s Note: How to provision the discovery security materials associated with a Prose service is FFS.
2.
The announcing 5G ProSe End UE shall protect the direct discovery set using the discovery security materials associated with the ProSe service as specified in clause 6.1.3.2.3 of the present document. The 5G ProSe UE-to-UE Relay obtains the RSC and protected direct discovery set from the announcing 5G ProSe End UE in proximity (e.g., via a previous 5G ProSe UE-to-UE Relay Discovery or 5G ProSe UE-to-UE Relay Communication procedures) as specified in clause 6.3.2.4.2 of TS 23.304 [2]. When 5G ProSe UE-to-UE Relay Discovery is used to deliver the direct discovery set, the announcing 5G ProSe End UE shall include the RSC and protected direct discovery set in a discovery message that is protected using the discovery security materials associated with the RSC as specified in clause 6.1.3.2.3 of the present document. When 5G ProSe UE-to-UE Relay Communication is used to deliver the direct discovery set, the announcing 5G ProSe End UE shall use the secure PC5 unicast link with the 5G ProSe UE-to-UE Relay to send the RSC and protected direct discovery set. The 5G ProSe UE-to-UE Relay shall store the protected direct discovery set along with its validity time. 
Editor’s Note: how to ensure that valid protected direct discovery sets are announced by the U2U relay is FFS.
3.
When broadcasting the Announcement message, the 5G ProSe UE-to-UE Relay shall include the list of valid protected direct discovery sets in the Announcement message and protect the Announcement message using the discovery security materials associated with the RSC as specified in clause 6.1.3.2.3 of the present document. Then, the 5G ProSe UE-to-UE Relay sends the Announcement message.

4.
On receiving the Announcement message from the 5G ProSe UE-to-UE Relay, the monitoring 5G ProSe End UE shall decrypt and/or verify the received Announcement message using the discovery security materials associated with the RSC as specified in clause 6.1.3.2.3 of the present document. If the verification is successful, the monitoring 5G ProSe End UE shall extract the direct discovery set(s) from the Announcement message, and decrypt and/or verify the direct discovery set(s) using the discovery security materials associated with the ProSe service as specified in clause 6.1.3.2.3 of the present document.
*************** End of the Change ****************
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